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Contribution

A new code embedding approach which marries precise static analysis and
recent advances in high-order proximity embedding, by preserving

¢ interprocedural alias-aware program dependence, and
e context-free language reachability,

to better support subsequent code analysis tasks, such as code summarization
and semantic labeling.
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Code Embedding

Code Property

Source Code Model prediction

int* ____(int[] myArray, int size)

: S
for (int i = 0; i < size; i+ )P -p
myArray[i] = i;

return myArray;

Yulei Sui @ OOPSLA, 17 Nov. 2020



Code Embedding

Semantic

Source Code Model Label

int* ____(int[] myArray, int size)

; —
for (int i = 0; i < size; i+ )= -p Oinitialize
myArray[i] = i;

return myArray;
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Code Embedding

Model

semantic e .
label Qhinitialize Oswap Osort
code | ’ </>
. Source code Source code
snippet ) #3

e
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Code Embedding

Code semantic vector in geometric space

Model

semantic

label Qhinitialize Oswap Osort

code ‘ < /> H < /> ‘

A Source code Source code | '
snippet | 2

code ‘
semantic [Tg.4, 3.5 .7 ] [3.5, 1.2 .| [4.3, 0.8 ]
vectors

e
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Code Embedding

Code semantic vector in geometric space

Model

semantic e

label Qhinitialize Oswap Osort

code | < /> </>

A Source code source code
snippet #2

)

code ‘
semantic [Tg.4, 3.5 .7 ] [3.5, 1.2 .| [4.3, 0.8 ]
vectors N v )

S

v

]
/ort

2D-embedding space
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Code Embedding

Code semantic vector in geometric space

Model

semantic e

label Qhinitialize Oswap Osort

code | < /> </>

A Source code source code
snippet #2

)

code ‘
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Code Embedding

Code semantic vector in geometric space

New code Model
semantic
Label Qhinitialize Oswap Osort
code |\ </> </>
charx ___(char[] cArray, int size) snippet Sourf:zcode Source code
{ ,
int i = 0; code
while ( i < sizg ) semantic [0.4,3.5.7] [3.5, 1.2 1] (5.3, 0.8 2]
cArray[i] = i; vectors AN \ K
i+ . . .
return cArray; s . N K
) i \[0.5, 2.8 .. \initialize : .

2D-embedding space
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Code Embedding

Code semantic vector in geometric space

New code Model Semantic label
semantic e .
label Qhinitialize Oswap Osort
code | </> </>
charx ___(char[] cArray, int size) snippet saurce cods Source code | *°*
{ ,
int i = 0; code
while ( i < size ) semantic [p.4 3.5 . 3.5, 1.2 . %.3, 0.8 .
cArray[i] = i; vectors K L 1 B . SEES ,’j -p Oin1t1a11ze
itk AN Y .
) return cArray; \[0.5, 2.8 ..J\ \}nltlalue.\
2D-embedding space
| 10
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code -> A bag of ‘sentences’

intx ____(int[] myArray, int size)
{
for (int i = 0; i < size; i++)
myArray[i] = i;
return myArray;

[1] Distributed representations of words and phrases and their compositionality. In NeurIPS '13

[2] Distributed representations of sentences and documents. In ICML ‘14
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code A bag of ‘sentences’

‘ intx ____(int[] myArray, int size)‘ - int (int[lmyArray,int size)
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code A bag of ‘sentences’
‘ intx ____(int[] myArray, int size)‘ wp  [int[*] ___J(Jint][[J[myArray [, [int[size])]

for (int i = 0; i < size; i++)
myArray[i] = i;
return myArray;

[1] Distributed representations of words and phrases and their compositionality. In NeurIPS '13

[2] Distributed representations of sentences and documents. In ICML ‘14
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code A bag of ‘sentences’
intx ____(int[] myArray, int size) [Ent][*[ ___J(Jint][[1][myArray [, [int[size])]

{

myArray[i] = i;

for (int i = 0; i < size; i+) [for[(Tint]i[=]0] ... ]
return myArray; :

: I

[1] Distributed representations of words and phrases and their compositionality. In NeurIPS '13

[2] Distributed representations of sentences and documents. In ICML ‘14
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code A bag of ‘sentences’ Embedding
Vectors
intx ____(int[] myArray, int size) [t [* [ I [int[ (1] myarray [, [int[size )] —— Projectiosode vector

{

myArray[i] = i;

for (int i = 0; i < size; i+) [for[(Tint]i[=]0] ... ]
return myArray; :

) I

[1] Distributed representations of words and phrases and their compositionality. In NeurIPS '13

[2] Distributed representations of sentences and documents. In ICML ‘14
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Existing Embedding Approaches

Structure-oblivious embedding

[1,2]
Source code A bag of ‘sentences’ Embedding
Vectors
int* ____(int[] myArray, int size) [t [* [ I [int[ (1] myarray [, [int[size )] —— Projectiosode vector

myArray[i] = i;

for (int i = 0; i < size; i+) [for[(Tint]i[=]0] ... ]
return myArray; :

) I

charx ___(char[] cArray, int size)
{
int i = 0;
hil i i . . .
" lczria;[;]sizi) Textually different but semantically equivalent
i+

return cArray;

}

[1] Distributed representations of words and phrases and their compositionality. In NeurIPS '13

[2] Distributed representations of sentences and documents. In ICML ‘14
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Existing Embedding Approaches

Structure-preserving embedding

Source code Abstract Syntax Tree

int* ____(int[] myArray, int size)
{
for (int i = 0; i < size; i++)
myArray[i] = i; ‘

return myArray;

[3] code2vec: Learning distributed representations of code. POPL .2019
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Existing Embedding Approaches

Structure-preserving embedding

Source code

intx ____(int[] myArray, int size)
{
for (int i = 0; i < size; i++)
myArray[i] = i;
return myArray;

[3
A bag of ‘paths’ on AST
declaration
Crorstoe > \:
\ [int]

\i"‘
[ O

path_1 [myArray]ReturnsT ] Blocks | . . . . ]

[3] code2vec: Learning distributed representations of code. POPL .2019
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Existing Embedding Approaches

Structure-preserving embedding

[3
Source code A bag of ‘paths’ on AST

Method
declaration

Crorstne > N
N
n int

> gy i)\ T

intx ____(int[] myArray, int size)
{
for (int i = 0; i < size; i++)
myArray[i] = i;
return myArray;

path_1 [myArray|ReturnsT] Blocks | - . . . ]
path_2 (int [ var [Forstmt] . . . . |
path_n

EEnE

[3] code2vec: Learning distributed representations of code. POPL .2019
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Existing Embedding Approaches

Structure-preserving embedding

[3]
Source code A bag of ‘paths’ on AST

Method
declaration

intx ____(int[] myArray, int size)
{
for (int i = 0; i < size; i++)
myArray[i] = i;
return myArray;

Geetwrnst \:
S =

path_1 [myArray|ReturnsT] Block* | . . . .
path_2 (int [ var [Forstmt] . . . . |
path_n

[3] code2vec: Learning distributed representations of code. POPL .2019
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

(b) Alias-unaware

(c) Intraprocedural/context-insensitivity
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

O—E—0©

program dependence graph

(b) Alias-unaware

(c) Intraprocedural/context-insensitivity

I ——
Yulei Sui @ OOPSLA, 17 Nov. 2020

22



Problems and Limitations
(a) Fail to capture asymmetric transitivity

A A—>B->C

B
¢ Vo' V> o
C—>B—>A

program dependence graph 2D-embedding Space

(b) Alias-unaware

(c) Intraprocedural/context-insensitivity
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

O—E—0©

program dependence graph

A > B — C+/ Real reachability and correctly preserved
Vp© Ve o

2D-embedding Space

(b) Alias-unaware

(c) Intraprocedural/context-insensitivity
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

O—E—0©

program dependence graph

A > B — C+/ Real reachability and correctly preserved
Vp© Ve o

C > B - AX Spurious reachability but imprecisely preserved

2D-embedding Space

(b) Alias-unaware
(D).,
(c) Intraprocedural/context-insensitivity

A

oY
S
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

O—E—0©

program dependence graph

A > B — C+/ Real reachability and correctly preserved
Vp© Ve o

C > B - AX Spurious reachability but imprecisely preserved

2D-embedding Space

(b) Alias-unaware

Memory alias
Ot

ZDfembe—dding space

c W VE <@ A —> B % CX Real reachability but unsoundly preserved

(c) Intraprocedural/context-insensitivity
(A\/ ©
B
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Problems and Limitations
(a) Fail to capture asymmetric transitivity

O—E—0©

program dependence graph

A > B — C+/ Real reachability and correctly preserved
Vp© Ve o

C > B - AX Spurious reachability but imprecisely preserved

2D-embedding Space

(b) Alias-unaware

Memory alias
Ot

2D-embe‘dding space

c W VTc <@ A = B % CX Real reachability but unsoundly preserved

—

(c) Intraprocedural/context-insensitivity

(A\ ¥ (B 0. Vy - VB >0 A > C - Dy Real reachability and correctly preserved
) e ) . Vy - VE > @ A — C - EX Spurious reachability but imprecisely preserved
A B *

a @ 2D-embedding space
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The Aim of This Work

Precision
(Semantic depth)#

Value-flow analysis (our work)

tokens-based analysis

Flow2Vec: a high-order proximity
code-embedding approach by preserving
interprocedural alias-aware program
dependence

P Learning efforts

(training, data, time)

e 28
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interprocedural alias-aware program
dependence

P Learning efforts
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The Aim of This Work

Precision
(Semantic depth){k

Value-flow analysis (our work) Flow2Vec: a high_order proximity
code-embedding approach by preserving
interprocedural alias-aware program

dependence
tokens-based analysis

P Learning efforts
(training, data, time)

| |
| i
i i
! LLvM O !
| |
| |
i |

I — Al
R """'CQ‘ g :
O i A \\\\
IVFG
|
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The Aim of This Work

Precision
(Semantic depth){k

Value-flow analysis (our work) Flow2Vec: a high-order proximity
code-embedding approach by preserving
interprocedural alias-aware program
dependence

P Learning efforts
(training, data, time)

" "7 (a) Pre-embedding =~ | | (b) Value-flow reachability | | (c) High-order proximity

embedding

[ | ‘

[ U } ‘
! L | ‘
I LLvM L0 T ! [
| IR > ng e : ! i
| e LA | |

|
. D! " . ‘
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The Aim of This Work

Precision
(Semantic depth)#

Value-flow analysis (our work)

w —

|
|
|
! LLvM ke
|
|
|
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Flow2Vec: a high-order proximity
code-embedding approach by preserving
interprocedural alias-aware program
dependence

P Learning efforts
(training, data, time)

— \\l\i |IIIIII)!'DEIIIII

Al

i (c) High-order proximity | [ (d) Application |
i embedding {

Code classification

Code summarisation

>




A Motivating Example

Phase (a) Pre-embedding

Ta: malloc(...);
1ot queue = malloc(...);
1a: p = initialize(stack); // csl
Loz q = initialize(queue); // cs2

%
-+
19
a
~
o

1s: initialize(x){
// initialization for
// objects that 'x' points to

Te: return x;

e
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A Motivating Example

Phase (a) Pre-embedding

foo(){
Ta: stack = malloc(...);
1ot queue = malloc(...);
1s: p = initialize(stack); // csi
l.: g = initialize(queue); // cs2

// operations on 'stack’
// via pointer 'p'

1s: initialize(x){
// initialization for
// objects that 'x' points to

Te: return x;

Call site 1| P refers to stack
catt site 2[arefers to queue]
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A Motivating Example

Phase (a) Pre-embedding

Te: eturnx;

Call site 1| P refers to stack
catt site 2[arefers to queue]
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interprocedural value-flow
graph (IVFG)
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A Motivating Example

Phase (a) Pre-embedding

Loz

Call site 1| P refer to stack
Call site 2[q refer to queue]
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interprocedural value-flow
graph (IVFG)

I
I
: —> Intra value-flow |
| —» Return value-flow !
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A Motivating Example

Phase (a) Pre-embedding

Te: eturnx;

Call site 1| P refers to stack
catt site 2[arefers to queue]
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interprocedural value-flow
graph (IVFG)
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A Motivating Example

Phase (a) Pre-embedding

|
| i
| |
| | 111213 1415 16
} } 11000 0 (10
I } 14000 0 (20
} | 130 0 0 0 0
I } 140 0 0 0 0
1Lo: |inithatizeg \ 1000 00 1
| //\init] |
| bbjefts that 'x' points to ! 140 0 )1 )2 00
| |
s 1 . A
| } | interprocedural value-flow Symbolic
o ! graph (IVFG) Adjacency

matrix
Gl site i[Frcfers tosme]  j--=-—---—----—o

I
I
alt site 2[4 refers to qveve] | —> Gl valve-flow |
I
! I
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

111213 1415 e
00 0 (

e
ISESESESESES)
ISESESESES)
[SESN SN
ocreooese

~
fhry

~
N

Symbolic
Adjacency matrix

|
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

T1l213 1
00

S
—
w«
—~
)

N

[SESEST SRS S

[SESESRSES]
(N

~
fhry

[SECSISIS

0
0
0
0
0

el vl el
ocreooese

)2
A

Symbolic
Adjacency matrix

xh
The power of matrix
h-th order reachability
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

T1l213 1
00

S
—
w«
—~
)

N

[SESEST SRS S

[SESESRSES]
(N

~
fhry

[SECSISIS

0
0
0
0
0

el vl el
ocreooese

)2
A

Symbolic
Adjacency matrix

The power of matrix
h-th order reachability

xh
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Tl T3 T Ts Te
110 0 0 0 0 (1%1
1200 0 0 0 0 (2%1
130 0 0 0 0 0
140 0 0 0 0 0
15/0 0 1x)11x)20 0
6|0 0 © o 0 0
A2=—A.A Matrix
multiplication
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication
" tack  quewe ‘ Ll 13 L 1s e

A

Symbolic i Aie = (11

Adjacency matrix

| |

l Ll Wls e | oo o o 0 [(1xl

I | 12|00 0 0 0 (2%1

! ueoo o (10| Blee o o o o

| 12000 0 (2 0|, wWoo o o o o

1 lyeoo 00 0, 150 0 1%)1 1%)2 0 0

| 15000 00 1| .

! 140 0 )1 )20 0] ! A2=A A Matrix
} | multiplication
|

|

|

|

xh
The power of matrix
h-th order reachability
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication
7777777777777777777777777777 ‘ Ll 13 L 1s e

Adjacency matrix

! I
| Ll Lals l6 | (1%1

‘ ! (2%1

! 1Wooo o0 (10 | 0

| 12000 0 (2 0|, 0

| 3000 00 0f, 0

| 140 00 00 0 0

| 1H{ooo oo 1|)]

! 160 0 )1 )20 0f! Matrix

| | multiplication
[ A

} Symbolic

|

\

xh
The power of matrix
h-th order reachability
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication
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14 1sle
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

T1l213 1
00

S
—
w«
—~
)

N

[SESEST SRS S
[SESESRSES]

(N

~
fhry

0
0
0
0
0

[SECSISIS
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ocreooese

)2
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The power of matrix
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A3=A.A. A Matrix

multiplication

|
} A?,3 = (1x1l)1 feasible path of length 3
I
|
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

IVFG Adjacency matrix

| stack queue | Ll

e T2l e ls L6 | 1[0 0 (1x14)1

\ I 1210 0 (2%1

! 14000 0 (10! BGlo o

| Looo o (o0, 10 0

} infeasiblel 130 0 0 0 0 O } 1sl0 o

! Path | 14000 00 O 1o o

| {000 00 1|

! 160 0 )1 )20 0! AS=A-A-A Matrix
} 13 @ A } multiplication
i q svbotic | Ay = (11 ()40

|

|

Az{'4 = 1*1* infeasib'le path of length 3|

xh
The power of matrix
h-th order reachability
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

| | lil2 13 s 1516
| w FPEIY

Ulals Luls 1o | 1110 @ (1x1%)1[{r+14)2] 0 0
1 w 12| 0 0FGxt1| (2%1%)2/ 0 0
} Weoo o (1o Lloo o o 00
| 1000 0 (2 0f, lo o 0 0 00
1 lyeoo oo o oo o 0 00
| 15000 00 1|
! 140 0 )1 )20 0! A=A-A-A Matrix
| | multiplication
I A I
| Symbolic !
} Adjacency matrix }
| |

L:C=CC|laC)i]|...|(C)nle context-free language

n - - entering a method from m
[cattsite i (] [callsite i )i & @ ¢
( ) and exits from@back to|callsite i)s
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A Motivating Example

Phase (b) Value-flow reachability as matrix multiplication

Adjacency matrix

U stack  quewe | il 13 14 1516
l Ll Lals l6 | L 0
\ ! 12 0 0] 0
} 140 00 0 (l 0 } 13 0 0 7 0
| 1000 0 (2 0f, lo o 0 0 00
1 lyeoo oo o oo o 0 00
} 4000 00 0 Lloo o o 00
| 14000 00 1)

! 1640 0 )1 )20 0f ! A3=A-A.A Matrix
| | multiplication
I A I

} Symbolic }

| |

| |
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A Motivating Example

Phase (c) High-order proximity embedding
111213 1s1s le Tila 13 & 15 e il 13 4 1sle

14000 0 (10 1100 0 0 0 (1x1 110 0 (1x1%)1 (1%1%)2 0 0

12000 0 (20 12/00 0 0 0 (2% 12/ 0 @ (2%x1x)1 (2%1%)2 0 0

1000 00 0 300 0 o 0 0 1310 0 0 0 00

14000 00 0 weo 0 o 0 o 140 0 0 0 00

5000 00 1 15/0 0 1x)11%)20 @ 15(0 0 0 0 00

160 0 )1 )20 0 16|00 06 0 0 0 16/ 0 0 0 0 00
A AZ=A-A AS—A-A-A

[katz tncex] M=YF (8- A)* =0.8- A +0.82 A2 +0.8° - A®

Yulei Sui @ OOPSLA, 17 Nov. 2020



A Motivating Example

Phase (c) High-order proximity embedding
111213 14 1s le Tila 13 s 1s e il 13 14 1516

1o 00 0 (10 1100 0 0 0 (1% 11/ 0 0 (1%x1x)1 (1%1%)2 0 0
wooo oo 1200 0 0 0 (2% 12| 0 0 (2%1x)1 (2%1%)2 0 0
1Wooo o0 o oo o o0 o0 o0 1310 0 0 0 00
140 00 00 0 1.:/00 0 (1] 0 0 140 0 0 0 00
1000 00 1 15|0 0 1x)11%x)20 @ 15|10 0 0 0 00
1@ 0 )1 )20 © 160 0 0 o 0 0 16| 0 0 0 0 00
A A2—A-A A3—A-A-A
\_ -
M=Y1, (8- A) =[08] A +0.87 A2 +[0.87- A
1112 12 lsa 1s 1a
1[0 p[0.512%(1%1%)1 ’mm |@.8*(1 0. 64%(1%1
T TTCRTT Ty 12| 0 @852 +Eoxtrrl 0.512%(2%1%)2 [0.8%(2 0.64*(2x1
value-flow 13(0 9 0 0 0 0
reachability 1|0 9§ (1] (1) (1] (1]
matrix 15| 0 9[0.64%x1%)1 0.64*1% )2 [} 0.8
16| 0 | 0.8%) 0.8%)2 0 0
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A Motivating Example

Phase (c) High-order proximity embedding

111213 1415 16

1410 0 0 0 (1 0

10 00 0 (20

133000 00 0

140 00 00 0

1550 00 00 1

160 0 )1 )20 ©
A

Ll 13 s 15
111060 06 0 0
12100 06 0 0
1300 06 0 0
.00 0 (1} 0
15/0 0 1%)1 1x)2 0
1600 06 0 0

A2=A-A

16

(1%1
(2%1]

(SESESRS

1
12
13
4
s
16

M=, ,(8-A)"=08-A+08 A2+0.8°-

Context-sensitive
value-flow
reachability
matrix
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Tily_ 13 1a 15 1a
140 0/|0.512 o 0.8 0.64
120 0 0 |0.512 |0.8 0.64
130 0 0 0 0 0
140 0 0 0 0 0
150 0 0 0.8
160 0/10.8 0.8 0 0

Ll 13 4 1s1le
0 0 (1%x1%)1 (1x1x)2 0 0
0 0 (2%1%)1 (2%1%)2 0 @
00 0 0 00
00 0 0 00
00 0 0 00
00 0 0 00
AS=A.A-A
AS
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A Motivating Example
Phase (c) High-order proximity embedding
111213 1415 s Til2 13 s 1s 16 Ll 13 14 1516

1o 00 0 (10 100 0 0 0 (1% 11/ 0 0 (1x1x)1 (1%1%)2 0 0

1ooo 0(:o0 12000 06 0 0 (2%1 12/ 0 0 (2x1%)1 (2%1%)2 0 0

o000 00 0 L3300 06 0 0 0 130 0 0 0 00

140 00 00 0 1.:/00 0 0 (1} (1] 140 0 0 0 00

15000 00 1 150 0 1%x)11%x)20 0 150 0 0 0 00

160 0 )1 )20 0 1|0 0 0 o 0 0 16| 0 0 0 0 00
A AZ=A-A A*—A-A-A

M= ,(8-A)"=08 A+08 A2+08% A®

12 3
1 ;16 0151 p 0.5 0.64 Example: 11 to 13
_ 1 7 0.512 0.8 0.64
Contveaxltu—es_equ;'ltlve 140 0 0 0 0 0 Reachability from 11 to 13:
reachability 1400 0 o 0 0 M, 3 =0-8~A1,3+0.82~A¥,3+U.83-
matrix 140 0 0.64 0.64 © 0.8 :OS*O+082*0+083*=0512
160 0 0.8 0.8 0 0 : : : .
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A Motivating Example

Phase (c) High-order proximity embedding

e
Yulei Sui @ OOPSLA, 17 Nov. 2020
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A Motivating Example

Phase (c) High-order proximity embedding

Yulei Sui @ OOPSLA, 17 Nov. 2020

Singular Value Decompose

M~USVT =YY guv] =D DT
[Vo1 -, oK ug| =[df, - ,d%]

D*® =
D = [o1 - Vi, oK - vk] = [df, -+, d}]




A Motivating Example

Phase (c) High-order proximity embedding

Singular Value Decompose

M~USVT =YY guv] =D DT
[Vo1 -, oK ug| =[df, - ,d%]

D*® =
Dt [\/ﬁ‘vl,"', /—UK.VK] = [dg’m 7dm

-0.51 -0.49 -0.69'0 0 0 0 0 0 000
0.51 -0.49 -0.69 10 0 0 0 0 0 1000
0 0 0 0o -0.51 0.49 -0.69,0 0 0
0 0 0 1000 0.51 0.49 -0.69'0 0 0
0 0.33 -0.79,0 0 0 0 -0.71 -0.5810 0 0
0 0.71 -0.58'0 0 0 0 -0.33 -0.79'0 0 0

D# D¢
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A Motivating Example

Phase (c) High-order proximity embedding

Singular Value Decompose

M~USVT =YY guv] =D DT
[Vo1 -, oK ug| =[df, - ,d%]

D*® =
Dt [\/ﬁ‘vl,"', /—UK.VK] = [dg’m 7dm

Reachability between
-0.51 -0.49 -0.6910 0 0 0 ) o 000 iandj
0.51 -0.49 -0.69 10 0 0 0 0 0 1000 s
0 0 @ 000 |-0.51 0.49 -0.69,0 0 0 d; 'dj
0 ) 0 1000 0.51 0.49 -0.69'0 0 0
0 0.33 -0.79,0 0 0 0 -0.71 -0.5810 0 0
0 0.71 -0.58'0 0 0 0 -0.33 -0.79!0 0 0
D# D¢
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A Motivating Example

Phase (c) High-order proximity embedding

d; [Fe.51 -0.49 -0.6910 0 0
0.51 -0.49 -0.69,0 0 0
|
8 g g :g g g Reachability Path length
0 0.33 -0.79,0 0 0 ds-dt’ o075 1
@ 0.71-0.5810 0 0 s
D? T
) ds-dy =0.71 2
0 0 0 100 0 T
0 0 @ 10 dj-d; +0.5 3
di|Fg.51 .49 -0.69,0 00
di[0.51 0.49 -0,60/10/0 4 ds-dt’ =|=0.02| [infeasible
difle  -0.71 -0.58/(0 &0
dille  -0.33 -0.79 0 0]
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A Motivating Example

Phase (c) High-order proximity embedding

BlockSmpt

‘1 stack I ExpressSmptI BlockSmpt I ExpressSmpt I q V

infeasible dependence relation between “stack™ to q°

Yulei Sui @ OOPSLA, 17 Nov. 2020
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A Motivating Example

Phase (d) Value-Flow Vector and Applications

a o o @
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A Motivating Example

Phase (d) Value-flow Vectors and Applications

Yulei Sui @ OOPSLA, 17 Nov. 2020
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A Motivating Example
Phase (d) Value-flow Vectors and Applications
[cn = tanh(W - [I;;d? - 4T 1)) |

J
)
/

[SESESESESXS]
[SESESNCRE)
: @ )

[SESESESESXS]
[SESESECRRS)

Fully-
connected
layer
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A Motivating Example
Phase (d) Value-flow Vectors and Applications
¢, = tanh(W - [I;; d5 - d;-T; ;)

[SESESESESXS]
[SESESNCRE)

[SRSESRCE R
[SESECNCRX)

Fully-
connected
layer

Yulei Sui @ OOPSLA, 17 Nov. 2020
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A Motivating Example
Phase (d) Value-flow Vectors and Applications
Cp = tanh(W - [I;;d5 - d5T; 1))

Yulei Sui @ OOPSLA, 17 Nov. 2020

[SESESRSWSNSY
[SESECRRE )

oo
oo

Fully-
connected
layer

Op/=

vector

exp(cn ' -a)

i1 exp(c; T-a)

Code classification:
— eap(v" - laby)
> Yievexp(vT - laby)

Code summarization:

fory€Y : Py;|v)

m

Py, ym | V) =[P | y14-1,v)

t=1
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Experimental Evaluation

Benchmarks
BASH
@ @@

hashcat
advanced
password
Fecovery
ghos! ls(‘rlpt

32 popular open-source C/C+ projects

Total Line of Instructions:4,922,162
Total Methods:17,529
Total Pointers: 2,913,748
Total Objects: 190,157
Total Number of Calls:536,033
Total IVFGNodes: 4,637,301
Total IVFGEdges: 6,531,578

*Conducted machine: Intel Xeon Gold 6132 @ 2.60GHz CPUs and 128GB of RAM (ALL finish analyzing in 272.5mins)

- 000
Yulei Sui @ OOPSLA, 17 Nov. 2020
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Experimental Evaluation
Comparison with baselines

FLOW2VEC VS CODE2VEC

Fl-score 34.80% ) +20.7%
55.50%
+20.
Recall 34.20% ) 20.1%
54.30%
Precision 35.50% ) +21.2%
56.70%

m CODE2VEC m FLOW2VEC

Yulei Sui @ OOPSLA, 17 Nov. 2020

FLOW2VEC VS CODE2SEQ

Fl-score | 42.50% J+16%
58.50%
Recall ‘ 41.10% ) +18.8%
59.90%
Precision | 43.00% J+13:2%
57.10%

m CODE2SEQ  m FLOW2VEC
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Experimental Evaluation

F1-score under different lengths of code

FLOW2VEC VS CODE2VEC & CODE2SEQ

80
70
60
50
40
30

20
10 ——Flow2Vec (code classification) ——Code2Vec
——Flow2Vec (code summarization) Code2Seq

F1-SCORE

1 5 10 15 20 25 30 35 40 45 50 55 60 65 70+

e 66
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Experimental Evaluation
Ablation analysis

Code Classification Code Summarization

Precision (%) Recall (%) F1 (%) Precision (%) Recall (%) F1 (%)

M Flow2Vec M Intraprocedrual ® Alias-unaware ™ Symmetric B Context-insensitive
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Thanks!

Q&A
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