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BACKGROUND

To find memory leaks statically in a program (with-

out actually running it), a leak analysis reasons about a
source-sink property: every object created at an alloca-
tion site (a source) must eventually reach a free site (a
sink) during any execution of the program.
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CONTRIBUTIONS

1. The first to find memory leaks by using a full-
sparse value-flow analysis to track the flow of
values through all memory locations.

The first to Leverage recent advances on sparse
pointer analysis in a major client application.
Effective at detecting 211 leaks at a false positive
rate of 18.5% in the 15 SPEC2000 and 5 open-
source C programs (totalling in 2324.1 KLOC).

Leak path
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Flow Sensitive Analysis
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p = &x;
p— X
q = &y;
p— X
*p = mallo
p— X
a=gq;
p— X
a = *p;
p— X
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c(); //o
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q =& y;
*p1 = mall
a1 = g1 ;

=D =:*P1

qa — Y

oc(); //o

P1 & X

)

pP1 & X

X1

_)O

a, Yy

as — O

J

Data-Flow Analysis

Sparse Analysis

Sparse analysis is superior over data-flow analysis!
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Speed

Leak Detector (LOC /sec)

Bug | False Positive
Count | Rate (%)

CONTRADICTION 300
CLANG 400
SPARROW 720
FASTCHECK 37,900

26
27
81
09

560

16

Whole-Program CFG of twolf (20.5KLOC)

#functions:194 #pointers:207773 #BasicBloc: 1022261

Costly to reason about flow of values on CFGs!!

2% AN EXAMPLE

————— — =

Points-to
p — {a.b}
q — {b}
r — {q}

*p=malloc()

MAY-USE

MAY-DEF:
a; — {b}
as — {b, o}
b1 - {null}

p1=4&a
q1=&b

ri=&q
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©(g1)
31:*r1

N

P2=q1

(PBO(P1¢p2>)

A

bo=x(b1)

*p3=malloc() // o
ay=x(a1)
b2 — {nuII, O}
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Building Memory SSA with Known Pointer Information

14

1
SABER 10,220 83 19 9
Comparing SABER with other detectors using SPEC2000 3
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We have implemented our tool SABER in Open64,
an open-source industry-strength compiler, at IPA (in-
terprocedural analysis module) containing four phases.

IPA: Global analysis by combing information from IPL
IPL: Summary information local to a function

FE: Compiler Front End
BE: Compiler Backend End

22}

void SerialReadBuf() {

12 char** readBuf() {

BE 18 void freeBuf(char** fBuf) {

(a) Input program

for (n=0; n<100; n++) {

char** buf = readBuf () ;
char® tmp = *buf;

if (*tmp != "\n’)
printf(”%s”,*tmp);

A

else =
continue; "é
freeBuf (buf); »

®

} 5

char** mBuf = malloc(); //o

*mBuf = malloc(); //o
//... (write into **mBuf);
return mBuf;

char* z = *fBuf;
free(z);
free(fBuf);

oI EEE EEN O EEN N EEN S EEN S EEN BN EEE N EEN B GEE B EEN BEN GEN BEN GEN BEN GEn BEm N EEN B GEm B BEm B MEm B Em M Em Em oy,

Ccontinue)(—( if (...) ) i

|
|
|
|
! readBuf:
| |l®mBuf0:malloc()\:
| | !
@ bufy = readBuf()\ I | >|<mBUlfo:malloc():
|
@ R:=x(Ro) @ Ri1 = x(Ro) !
|
p(f1) |_returnbufo ]
... = *bufy

. J

|

|
( printf(...) )

\
® pu(R)
® freeBuf(bufp) )

om = =

(b) Full-sparse SSA on Inter-procedural CFG

- . . O O e e

(¢) SVFG (with its unlabelled
edges being guarded by true)

EXPERIMENTAL RESULTS

Real Bugs Found By Saber

//ungif.c
GifFileType *
DGifOpen(void *userData,
InputFunc readFunc) {
GifFile = malloc(sizeof (GType));
Private = malloc(sizeof (PType));
GifFile->Private = (void*)Private;

return GifFile;

}

int

DGifCloseFile(GifFileType* GifFile){
GifFilePrivateType *Private;
Private = GifFile->Private;
free(Private);
free(GifFile);
return GIF_0OK;

//olepicture.c

HRESULT OLEPicturelmpl_LoadGif
(OLEPictureImpl *This, ...){

GifFileType *gif;

gif = DGifOpen((void*)&gd,...);

if (gif->ImageCount<1){
FIXME("images not
return E_FAIL;
}

DGifCloseFile(gif);
HeapFree (GetProcessHeap() ,0,bytes) ;
return S_0OK;

+
Relevant leaky code in wine

//avl.c

: avl_node *avl_node_new (void xkey,

avl_node *parent){

avl_node* node = alloc(sizeof(avl));
if (!'node) {

return NULL;
Yelse {

node->parent = parent;

node->key = key;

return node;

}
}

: int avl_insert (avl_tree * ob,

void * key){
avl_node* node = node_new(key);
if ('node)
return -1;

X

//auth_htpasswd.c

: static void htpasswd_recheckfile

(htpasswd_auth_state *passwd){
avl_tree *new_users;
new_users = avl_tree_new (users);
while(get_line(passwdfile,line))
{
int len; htpasswd_user *entry;
entry = calloc (1,len);
entry->name = malloc (len);

avl_insert(new_users,entry) ; 4—@
+

}

Relevant leaky code in icecast

Two scenarios with conditional leaks requiring value-flow analysis for
address-taken variables: wine-0.9.24 is a tool that allows windows applications to run
on Linux and icecast-2.3.1 is a streaming media server.

This example, which is adapted from a real scenario in wine, demonstrates full-sparse value-flow analysis for leak
detection. In this program, readBuf is called in a for loop in SeriealReadBuf. Every time when readBuf is called, a
single-char buffer formed by two objects is created: o at line 13 and o’ at line 14. There are two cases. If the buffer
contains a char that is not "\n’, the char is printed and then both o and o’ are freed. Otherwise, both objects are leaked.

— T
= = fgggggggzzzzzzggg————h—ﬂ fEﬁEEEEEEEEEr____
— —— p \
——— — 1 — /’:I{—/_/ D
— = i ——
y —— ——
J! % -
- = ——— = n
- =—==_—1 - —— - =
= | _ = R s s / —3'_
. ; = _ :::Z;i}
E _ = L_ =
~ = R e ——
s T F 3
. —F = = —
—— 1, = E =S | — VA
I | —— — s é g‘
- = T ¥y = T = = D = —_——_E ;
Forward Slices of Program vpr (17.8 KLOC) #SVFG nodes:1993 #SVFG edges:58554 Backward Slices of Program vpr (17.8 KLOC) #SVFG nodes:428 #SVFG edges:3038
2 ices (%) ™ ices (9 ® Forward Slices (%) ™ Backward Slices (% Program Size | Time | Bug| Talse
) Forward Slices (%) Backward Slices (%) orward Slices (%) ackward Slices (%) g (KLOC) (secs) Count | Alarm
o0 w AIMINp 13.4] 0.55 20 0
z: art 1.2 0.01 1 0
i bzip2 271 0.04 1 0
2 crafty 21.2 0.83 0 0
10 equake 1.5 0.04 0 0
5 gap 71.5 4.00 0 0
on  ha
o o e s s et s s e oce 230.4 | 20.88 40 5
0@((9 rbi,i)é‘;},% 2 &Q S &Q &K&QQQ'&:&@(& ~6‘°:°60+ ﬁ&é“ "&S:?’::&&’b 4\:\0‘@ gzip 36 0.08 1 0
Traversed Functions in Forward/Backward Slices Traversed SVFG Nodes in Forward/Backward Slices me 2 * 5 0'03 O O
mesa 61.3| 10.10 7 4
| | parser 11.4 0.28 0 0
“Pre-Analysis  “ Full-Sparse SSA SVFG ¥ Leak Detection B Saber Open64 (-02) perlbmk 87 1 18 52 8 4
twolf 20.5 2.12 5 0
vortex 67.3 2.90 0 4
vpr 17.8] 0.31 0 3
bash 100.0 | 22.03 8 2
g httpd 128.1| 10.65 0 0
i icecast 22.3 5.54 12 5
g sendmail 115.2 | 32.97 2 0
wine 1338.1 | 390.7 106 21
Analysis Time Distribution among Four Phases . . . TOtal 2324 1 522 . 58 2 1 1 48
Analysis Time vs. Compilation Times at (-02)

SABER’s bug counts and analysis times.



